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1 Audit objectives 
 
1.1 This review has sought to assess the effectiveness of controls in place 

focusing on those designed to mitigate risk in achieving the following 
key objectives: 

 
    policies and procedures for information management are defined, 

documented, maintained and adhered to; 
 
    training and awareness for information management is 

comprehensive and periodically conducted for all new and existing 
staff; 

 
    Freedom of Information and Subject Access Requests (SAR) are 

dealt with in line with legislative requirements; and 
 
    policies and procedures for data breach reporting and incident 

management are well established, documented and complied with. 
 
2 Audit opinion 
 
2.1 The overall opinion of this review based on the audit evidence 

obtained, is that limited assurance can be placed on the effectiveness 
of the framework of risk management, control and governance 
designed to support the achievement of management objectives. 

 
3 Executive summary 
 
3.1 Whilst there are policies and procedures in place regarding information 

governance these are not all up to date and available to all officers, 
and do not cover all relevant areas of information governance.  In 
particular, there is no Information Governance Strategy in place to 
outline the organisation’s aims, key information risk areas and 
proposed framework for managing information governance.   

 
3.2 A Joint Information Governance Board meets regularly to review 

information governance risks and issues.  The Board has a Terms of 
Reference but this does not cover all items identified by the Information 
Commissioner.  Actions are identified in the meeting minutes and their 
progress is reviewed by the Board but they are not always being 
cleared on a timely basis.  An Information Asset Register is in place but 
it is not comprehensive and does not name all assets and owners.  
Information Asset Owners have not received any recent training 
regarding their roles. 

 
3.3 Although guidance is included within the induction process through the 

provision of the Code of Conduct, the ICT Security Policy and a Data 
Protection statement, there is no information governance based 
induction or refresher training provided to EHDC employees.  
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Councillor Induction Programmes contain a Governance Briefing for 
new Members, however, there is currently no refresher training 
provided.  Sample testing of EHDC employee’s Outlook calendars 
confirmed a number of instances where personal or sensitive 
information was held and not adequately restricted against viewing, 
mainly via attachments to appointments. 

 
3.4 Sample testing of responses to Information Access Requests 

confirmed that adequate and accurate information is being recorded, 
responses are in accordance with procedures and the majority of 
requests are dealt with promptly.  Performance against legislative 
timescales is monitored through the corporate Quarterly Health Check. 
Where a request is received for an internal review, this is carried out by 
an independent person.  However, there is no prescribed internal 
review procedure. 

 
3.5 An Information Security Incident Management Procedure outlines the 

key elements for handling information incidents and a Data Protection 
Breach Log contains all reported breaches and the actions taken.   

 
4 Action plans 
 
4.1 The action plans detailed within this report provides: 

 Observations where internal audit considered either controls or 
compliance to be insufficient to mitigate risk to the achievement 
of management objectives; 

 The actions management propose to undertake to bring the 
risks within acceptable parameters; and  

 Internal audit's assessment as to whether management's 
actions achieve an acceptable level of risk exposure.  
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Action plan 1 - Information Governance policies and procedures 
Objective Policies and procedures for information management are 

defined, documented, maintained and adhered to. 
Observation A review of existing EHDC policies and procedures against 

those recommended by the ICO confirmed: 
 
1) There is no Information Governance Strategy to outline 
the organisations aims and planned deliverables regarding 
policies, awareness, management, monitoring and 
reporting.  Without this being in place it is difficult to 
effectively manage information governance across the 
organisation. 
 
2) There is no dedicated Information Risk Policy.  There is 
no evidence of key risk areas (e.g. office moves, data 
sharing agreements, external data processing) being 
identified, assessed and monitored.  A review of EHDC 
corporate and directorate risk registers confirmed that there 
were no risks relating specifically to information governance 
or data protection.  The Risk Management Strategy 
contains one reference to "Security Of physical assets and 
information" and 'Information Risk' is stated within the Risk 
Management Framework, but there is no further detail 
regarding this.  If key information governance risks are not 
identified and monitored, they will be difficult to effectively 
control. 
 
3) There is no specific Freedom of Information / Subject 
Access Request policy.  It was confirmed by the 
Governance and Information Manager that information 
requests are mentioned within the Data Protection Policy, 
however there is no policy statement regarding how these 
will be dealt with. 
 

Management action 
What Priority 

(H/M/L) 
Responsible 
officer 

Target date 

1.1 Draft Information 
Governance Strategy 

Medium Cheryl Lincoln 31/10/17 

1.2 Draft Information Risk Policy Medium Cheryl Lincoln 31/12/17 
1.3 Draft Access to Information 

policy 
Medium Cheryl Lincoln 31/12/17 

Auditor's assessment of management response: 
The proposed management actions, once implemented, should mitigate the 
risks. 
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Action plan 2 - Updating of Information Governance Policies and 
Procedures 
Objective Policies and procedures for information management are 

defined, documented, maintained and adhered to. 
Observation There is no formal process to identify when policies / 

procedures will be due for renewal and ensure that they are 
updated on a timely basis. 
 
A review of current information governance related policies 
and procedures confirmed: 
 
1) The Information and Records Policy was updated in 
2016 and reviewed by Information Governance Board, but 
not finalised and published (it is not available on the EHDC 
intranet).   
 
2) The Data Protection Policy was updated in 2016 but not 
finalised and published (the version on EHDC intranet is 
dated 2010). 
 
The Information Security Incident Management Procedure 
is available (on EHDC intranet, dated 2014).  According to 
the policy it is to be updated 'no less frequently than every 
12 months.'   
 
If information governance policies are not up to date and 
available to all officers, awareness may be less and 
breaches may increase. 
 

Management action 
What Priority 

(H/M/L) 
Responsible 
officer 

Target date 

2.1 Draft Data Protection Policy High Cheryl Lincoln 30/04/17 
2.2 Draft Information Risk Policy Medium Cheryl Lincoln 31/12/17 
2.3 The Information Security 

Incident Management 
Procedure is likely to be 
superseded by a ‘5 
Councils’ harmonised 
version. 

Medium Cheryl Lincoln 31/12/17 

2.4 Data Breaches have been 
raised in the E-learning Data 
Protection training to be 
delivered in Feb 2017 

High Cheryl Lincoln CLEARED 
DURING 
AUDIT 

Auditor's assessment of management response: 
The proposed management actions, once implemented, should mitigate the 
risks. 
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Action plan 3 - Information Governance Board Terms of Reference 
Objective Policies and procedures for information management are 

defined, documented, maintained and adhered to. 
Observation The Terms of Reference for the EHDC Information 

Governance Board was compared against the 
responsibilities contained within the ICO Information 
Governance Strategy. 
 
It was found that the EHDC Terms of Reference do not 
specifically include: agreeing information governance policy 
(although they do refer to training and communicating 
policies and procedures), considering any lessons learned, 
monitoring progress on the delivery of the information 
governance strategy, identifying information governance 
risks and ensuring appropriate mitigation is in place or 
identifying and discussing any new business initiatives 
which may have information governance impacts. 
 
A review of Board meeting minutes confirmed that they are 
not meeting at the prescribed 8 week intervals and that 
several actions (Draft Information and Records 
Management Protocol and Vision/Purpose of the 
Information Governance Board), although being reviewed, 
are not being progressed on a timely basis and are still 
outstanding from the original action being raised in 
25/01/16. 
 
If its Terms of Reference are not comprehensive and 
actions are not escalated, the Board may not be effective in 
its governance of information management. 
 

Management action 
What Priority 

(H/M/L) 
Responsible 
officer 

Target date 

3.1 Allocate minute taking 
resources, prompt issue of 
minutes, follow up actions 
before  next meeting date – 
Chair to take a harder line 
with action officers 

High Brian Wood 31/03/17 

3.2 Update Terms of Reference Medium Cheryl Lincoln 31/12/17 
Auditor's assessment of management response: 

The proposed management actions, once implemented, should mitigate the 
risks. 
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Action plan 4 - Sample testing of outlook folders 
Objective Policies and procedures for information management are 

defined, documented, maintained and adhered to. 
Observation A sample of Outlook calendars were reviewed for 1 month 

(November 2016) for evidence of any personal or sensitive 
data being included and available for other staff to view. 
 
Sample testing of Outlook folders confirmed that 7 out of 25 
officer's outlook folders contained visible personal data: 
 
 1 officer had 1 instance, including 2 persons names, 

their roles in Residents Associations and an e-mail 
address;  

 2 officers had 1 instance (same e-mail), including full 
name and telephone number; 

 1 officer had 2 instances of last name and telephone 
number; 

 1 officer had 24 instances, some including full name and 
address for inspection / address linked to police 
investigation / name, address, telephone number for 
inspection / name, address linked to RSPCA allegation 
and complaint details; 

 1 officer had 1 instance of full name and address for 
joint home visit; 

 1 officer had 1 instance of initials and last names linked 
to a spreadsheet of outstanding debts. 

 
If personal or sensitive information is not properly restricted, 
the Council is breaching the Data Protection Act, which 
may result in data leaks, reputational damage and financial 
penalties. 
 

Management action 
What Priority 

(H/M/L) 
Responsible 
officer 

Target date 

4.1 Raise awareness of outlook 
calendars with staff and 
provide training for staff 

High Cheryl Lincoln CLEARED 
DURING 
AUDIT 

4.2 Regular random check of 
staff calendars 

Medium Cheryl Lincoln 30/06/17 

Auditor's assessment of management response: 
The proposed management actions, once implemented, should mitigate the 
risks. 
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Action plan 5 - Induction and refresher training 
Objective Training and awareness for information management is 

comprehensive and periodically conducted for all new and 
existing staff. 

Observation It was confirmed by the Customer Services Manager, HR 
Business Partner and Governance and Information 
Manager that, although some guidance is included within 
the induction process through the provision of the Code of 
Conduct, the ICT Security Policy and a Data Protection 
statement within the employees statement of particulars, 
there is no induction or refresher training package for 
Information Governance. 
 
It was confirmed by the Democratic Services Assistant that 
there is a Councillor Induction Programme, containing a 
Governance Briefing for members and Data Protection 
guidance is given to Councillors as part of their induction 
packs.  Councillors are registered with the data controllers 
annually, however, there is currently no refresher training 
provided.  Data Protection and Freedom of Information 
training was planned for early 2016, but not carried out. 
 
If employees and Members are not provided with regular 
information governance training there will be an increased 
likelihood of poor practices being adopted and breaches 
occurring. 

Management action 
What Priority 

(H/M/L) 
Responsible 
officer 

Target date 

5.1 Induction / E-Learning 
refresher for staff 

Medium Cheryl Lincoln 31/07/17 

5.2 Induction / E-Learning 
refresher for councillors 

Medium Nick Leach 31/05/17 

Auditor's assessment of management response: 
The proposed management actions, once implemented, should mitigate the 
risks. 
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Action plan 6 - Information Asset Register 
Objective Training and awareness for information management is 

comprehensive and periodically conducted for all new and 
existing staff. 

Observation According to the Governance and Information Manager, the 
Information Asset Register was complied at the end of last 
year and has not been reviewed since.   
 
The review of the EHDC Information Asset Register 
confirmed that out of 24 named information assets, 17 did 
not have a named Information Asset Owner (2 referred to a 
job title, 15 referred to a team or generic heading).  When 
checking a sample of named Asset Owners on the register 
it was found that 2 out of 3 of them were no longer 
responsible.  It was confirmed by the Governance and 
Information Manager that the Information Asset Owners 
have not received any recent training regarding their roles. 
 
It was confirmed by the Governance and Information 
Manager that reliance is placed upon the Information Asset 
Register to record all EHDC Data Sharing Agreements or 
Data Processing Contract Clauses.  When reviewed, the 
Information Asset Log did not show if Data Sharing 
Agreements or Data Processing Contract Clauses were in 
place.  Confirmation of these was requested in the 
individual Information Asset Register Return forms, but a 
review of a sample of the forms confirmed that they are not 
always being obtained (Domino) or properly completed 
(Lalpac). 
 
If the Information Asset Register is not comprehensive and 
up to date, assets which contain information may not be 
identified, assessed and managed effectively. 
 

Management action 
What Priority 

(H/M/L) 
Responsible 
officer 

Target date 

6.1 Review of Information Asset 
Register to form part of the 
wider work for the Council to 
become compliant under the 
new Data Protection 
Regulations 

Low Cheryl Lincoln 31/05/18 

Auditor's assessment of management response: 
The proposed management action, once implemented, should mitigate the 
risks. 
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Action plan 7 - Dealing with information access requests 
Objective Freedom of Information and Subject Access Requests 

(SAR) are dealt with in line with legislative requirements. 
Observation A review of a sample of 15 EHDC information access 

requests confirmed that 12 of the 15 were responded to by 
officers within the relevant service.   
 
It was confirmed through discussion with the Governance 
and Information Manager that the responses to information 
access requests are issued without any separate review or 
approval by another officer, meaning that the quality of the 
response is dependent upon the knowledge of the officer 
dealing with the request. 
 
It was also confirmed that there is no induction, refresher 
training or formal EHDC procedure for dealing with 
information access requests. 
 
This reliance on the responding officer, combined with a 
lack of formal training arrangements, increases the risk of 
inappropriate responses being given. 

Management action 
What Priority 

(H/M/L) 
Responsible 
officer 

Target date 

7.1 FOI / EIR training – E-
Learning 

High Cheryl Lincoln 31/07/17 

7.2 Update Skoop with FOI / 
EIR guidance for staff 

High Cheryl Lincoln 31/07/17 

Auditor's assessment of management response: 
The proposed management actions, once implemented, should mitigate the 
risks. 
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Action plan 8 - Information access requests - complaints process 
Objective Freedom of Information and Subject Access Requests 

(SAR) are dealt with in line with legislative requirements. 
Observation A review of the EHDC intranet and website was carried out 

to establish whether an internal review procedure for 
information access requests was in place and publicised.  
The review confirmed: 
 
1) The EHDC intranet contains links to 'standard response 
letters', but these do not work.  It also contains an 'FOI 
Internal Review Pro-forma', but it was confirmed by the 
Governance and Information Manager that this was not in 
use.  The pro-forma refers to the "Independent Review to 
be carried out by Chief Executive/Director [1]" but sample 
testing confirmed that this is not always evidenced as being 
carried out.  
 
2) The Data Protection Policy refers to general complaints, 
but does not outline any internal review procedure. 
 
3) The EHDC website contains guidance about making 
information requests and, under the FOI page only (not 
included under DP or EIR), that a request for a review of 
the decision can be made in writing to the Monitoring 
Officer (or by e-mail to Customer Services).  However, it 
does not contain any detail regarding the internal review 
procedure. 
 
The Governance and Information Manager ensures that 
any review is carried out by an independent person, but 
there is no prescribed internal review procedure, meaning 
that reviews may be performed inconsistently in their 
absence. 

Management action 
What Priority 

(H/M/L) 
Responsible 
officer 

Target date 

8.1 Draft Access to Information 
policy with review 
procedures 

Medium Cheryl Lincoln 31/12/17 

8.2 Update website to include 
review procedure 

Medium Cheryl Lincoln 31/12/17 

Auditor's assessment of management response: 
The proposed management actions, once implemented, should mitigate the 
risks. 
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Annex A 
 
Key 
 
The following is the key to quantify observations identified in the audit: 
 
Assurance levels 

Opinion Framework of governance, risk management 
and management control 

Substantial assurance A sound framework of internal control is in place 
and is operating effectively. No risks to the 
achievement of system objectives have been 
identified. 

Adequate assurance Basically a sound framework of internal control 
with opportunities to improve controls and / or 
compliance with the control framework. No 
significant risks to the achievement of system 
objectives have been identified. 

Limited assurance Significant weakness identified in the framework 
of internal control and / or compliance with the 
control framework which could place the 
achievement of system objectives at risk. 

No assurance Fundamental weakness identified in the 
framework of internal control or the framework is 
ineffective or absent with significant risks to the 
achievement of system objectives. 

 

Priority 

Priority rating Current risk 
High A significant risk of; failure to achieve objectives; 

fraud or impropriety; system breakdown; loss; or 
qualification of the accounts by the 
organisation’s external auditors.  Such risk could 
lead to adverse impact on the organisation or 
expose the organisation to criticism. 

Medium A serious, but not immediate risk of: failure to 
achieve objectives; system breakdown; or loss. 

Low Areas that individually have no major impact, but 
where management would benefit from improved 
risk management and / or have the opportunity 
to achieve greater efficiency and / or 
effectiveness. 
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Annex B 
 

Assignment – Progress Control Sheet 
 

 Assignment stage Assignment Progress Comments 

 Audit Outline Issued 31/10/2016 Agreed 07/11/2016  

 Fieldwork commenced Target 14/11/2016 Actual 14/11/2016  

 Fieldwork completed Target 26/12/2016 Actual 21/12/2016  

 Close of audit meeting Target 09/01/2017 Actual 17/01/2017  

 Draft Report Issued Target1 31/01/2017 Actual 30/01/2017  

 Factual accuracy agreed and 
management response provided 

Requested2 13/02/2017 Provided 20/02/2017  

 Draft final report issued Target3 27/02/2017 Actual 24/02/2017  

 Senior management sign-off Requested4 03/03/2017 Provided 25/04/2017  

 Final report issued Target5 27/04/2017 Actual 26/04/2017  
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1 Within 10 working days of close of audit meeting 
2 Within 10 working days of draft report issued 
3 Within 5 working days of receipt of management response 
4 Within 5 working days of draft final report issued 
5 Within 2 working days of senior management sign-off 

 
 


